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This report has been prepared solely for the use of Members and 

Management of South Holland District Council.  Details may be 

made available to specified external organisations, including 

external auditors, but otherwise the report should not be used or 

referred to in whole or in part without prior consent.  No 

responsibility to any third party is accepted as the report has not 

been prepared, and is not intended for any other purpose. 

The matters raised in this report are only those that came to our 

attention during the course of our work – there may be weaknesses 

in governance, risk management and the system of internal control 

that we are not aware of because they did not form part of our work 

programme, were excluded from the scope of individual audit 

engagements or were not bought to our attention.  The opinion is 

based solely the work undertaken as part of the agreed internal 

audit plan. 

 

The contacts at Audit Lincolnshire 

for this report are: 

Lucy Pledge 

Audit and Risk Manager (Head of 

Internal Audit) 

Lucy.pledge@lincolnshire.gov.uk 

 
Julie Castledine 
Principal Auditor 
Julie.castledine@lincolnshire.gov.uk  
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Management Summary 

Purpose of Annual Report                                                          

1. The purpose of the Annual Internal Audit Report is to meet the 

Head of Internal Audit annual reporting requirements set out in 

the Public Sector Internal Audit Standards (PSIAS) and the 

Accounts and Audit Regulations 2015.   In particular:- 

 Include an independent opinion on the overall adequacy 

and effectiveness of the Council's governance, risk and 

control framework and therefore the extent to which the 

Council can rely on it; 

 Inform how the plan was discharged and the overall 

outcomes of the work undertaken that supports the 

opinion; 

 A statement on conformance with the PSIAS and the 

results of the internal audit quality assurance and 

improvement programme (QAIP); 

 Draw attention to any issues particularly relevant to the 

Annual Governance Statement.  

 

Annual Opinion  

2. For the twelve months ended 31 March 2016, based on the 

work we have undertaken and information from other sources of 

assurance, my opinion on the adequacy and effectiveness of 

South Holland’s arrangements for governance, risk 

management and control is shown in Figure 1 below:- 

Financial Control Internal Control Risk Governance Figure 1 
 

Key  

Red Inadequate Performance – 

Critical action required by 

management throughout the 

Council. 

 

Amber Performing Adequately – Some 

improvement required to manage 

a high risk in a specific business 

area and medium risks across 

the Council. 

 

Green Performing Well – No concerns 
that significantly affect the 
governance framework and 
successful delivery of the 
Council priorities 

           

Performing Well Performing Adequately 

some improvements 

required. 

Performing Adequately 

some improvements 

required. 

Performing Adequately 

some improvements 

required. 
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How we came to our opinion 

Governance  

3. Good governance underpins everything the Council does and how it 

delivers services often comes under close scrutiny.  It is therefore 

vital that resources focus on agreed policy and priorities; that there 

is sound and inclusive decision making with clear accountability for 

the use of those resources. This ensures that the Council achieves 

the desired outcomes for the people of South Holland. 

4. The Council approved its Corporate Plan for 2015 – 19, with 

performance against priorities measured through the new 

Performance System (Covalent).  The Cabinet and Performance 

Monitoring Panel monitor progress and delivery. 

 

5. The Governance and Audit Committee helps to ensure that these 

arrangements are working effectively.  They regularly review the 

governance framework and consider the draft and final versions of 

the Annual Governance Statement. 

6. Taking the above information into account we have assessed the 

governance framework as green – performing well. 

Risk and Internal Control 

7. We took account of the outcome of our internal audit work during the 

year.  Only one area received a 'low' assurance opinion during the 

year: - 

   

 

Accounts Payable  

There continues to be issues around the setting up of supplier details, 

raising and authorisation of purchase orders. 

8.  We also gave some areas a 'limited' assurance opinion on the 

activity was given. These are: 

ICT Strategy & Project Management  

Our review identified the need for a formal ICT Strategy to be 

approved and recommended improvements in ICT project and 

programme management.  

ICT Software 

Our review highlighted the need for improvements over the control of 

software licences – up to date, complete and accurate information.   

Payroll  

Our review identified the need for improvements over segregation of 

duties, data protection, payroll processing (closedown) and 

establishment control.  A new payroll system is being implemented in 

2016 – the findings should be considered as part of this 

implementation. 

Service Delivery – Procurement Lincolnshire 

Whilst it is acknowledged that the Council is coming out of the 

Procurement Lincolnshire partnership our review identified some 

findings that we recommend should be considered to help with the 

exit arrangements and inform future procurement arrangements. 

9. Taking all of the above information into account we have assessed 

the internal control environment as amber – performing adequately.   
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Risk Management 

 

10. There is an established framework in place for the Council to 

manage the key risks facing services and successful delivery 

priorities with regular reporting to management and members.    

11. The Governance and Audit Committee continues to receive 

regular updates on how the Council manages its risks.  On this 

basis we have assessed risk management as amber –performing 

adequately.   

Financial Control 
 

12. Our work provides an important assurance element to support 

the External Auditor’s opinion on the Council’s Statement of 

Accounts.  During the year we reviewed: 

 Cash receipting & banking 

 Payroll 

 Accounts payable  

 Council tax / NNDR 

 General  ledger 

 Housing benefits  

 Housing rents 

 Bank reconciliation  

 Budget Management  

 Property, plan & equipment 

 

13. The Council has good financial management processes in place – 

that generally work well.  Of particular note is that our follow up 

audit of the Housing Benefit system provided substantial 

assurance – this is a key financial risk for the Council. 

14. Our work did identify some areas of improvement around 

internal control, in particular payroll and accounts payable.  On 

this basis we have assessed financial control as amber – 

performing adequately.   

Roles and Responsibilities  

15. The Council is responsible for establishing and maintaining risk 

management processes, control systems and governance 

arrangements.  Internal Audit plays a vital role in providing 

independent assurance and insight on how these arrangements 

are working.  Internal Audit forms part of the Council's assurance 

framework. 

16.  Where Internal Audit work has identified improvements, we have 

worked with management to agree appropriate corrective actions 

and a timescale for improvement.  It is the responsibility of 

management to implement the agreed actions.   

17.   The Council is responsible for developing and publishing an 

Annual Governance Statement – reporting how they have 

monitored the effectiveness of their governance  arrangements  

during the year – providing information on any significant 

governance issues.  

17.    The Annual Internal Audit Report should inform the Annual 

Governance Statement - we recommend that the 'low and 

limited” assurance areas identified in paragraphs 7 and 8 are 

considered in the development of the Council's Annual 

Governance Statement. 
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Scope of Work 

19. Our risk based internal audit plan was prepared taking into account the critical activities and key risks to support the basis of my annual opinion.  It 
has remained flexible to enable us to respond to emerging risks and maintain effective focus.  The charts in Figure 3 shows the assurance 
opinions given in 2015/16 compared to those in 2014/15.  Our audit plan includes different activities each year – it is therefore not unexpected that 
these vary; however, the assurance levels do give an insight on the application of the Council's control environment.   

20. We can see from the charts that the overall positive assurance levels have reduced during 2015/16.  The detail of audit engagements completed 

during 2015/16 is shown in Appendix 1.  

 

Figure 3 – Comparison of Assurances 

 

 

   
 

Note – definitions of assurance opinions can be found in the glossary of terms  

 

 

6% 

63% 

25% 

6% 

Assurance Levels 2015/16 

Full

Substantial

Limited

low

9% 

69% 

22% 

Assurance Levels 2014/15 

Effective

Some Improvement
Needed

Major Improvement
Needed
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21. The charts in Figure 4 show the comparison of internal audit 

recommendations made 2014/15 and 2015/16.  Details of systems 

reviewed can be found in Appendix 1 

 

22. We track the implementation of agreed management actions.  Over the 

past year management have implemented 50%  of recommendations 

due by the 31st March 2016.  It should be noted that the  majority of 

recommendations are due after the 31st March 2016.  Details of 

outstanding recommendations can be found in Appendices 1 & 2. 

 

Figure 4 – Recommendations Made 

 

 

Delivery of internal audit plan 2015/16 

23. The Governance and Audit Committee approved the 2015/16 audit 
plan on the 10th March 2015.  We have delivered 182 days (including 
housing benefit subsidy)  compared to the original plan of 238 days 
and 17 review areas – 98% of the revised plan by the end of the year.   

 

24. Internal Audit’s performance is measured against a range of indicators.  

The table below shows our performance on key indicators at the end of 

the year.   

Performance Indicator Target Actual  

2015/16 

Percentage of plan completed. 100%  

(revised plan) 

98%* 

 

 

Percentage of key financial systems 

completed. 

100% 98% 

Percentage of recommendations 

agreed. 

100% 100% 

Percentage of recommendations due 

implemented. 

100% or 

escalated 

50% 

Timescales: 

Draft report issued within 10 working 

days of completing audit 

Final report issued within 5 working 

days of closure meeting / receipt of 

management responses. 

Period taken to complete audit within 

2 months from fieldwork commencing 

to the issue of the draft report. 

 

 

100% 

 

100% 

 

80% 

 

 

70%  

 

78%  

 

60%  

Client Feedback on Audit (average) Good to excellent Good 

 
*98% is based on the revised audit plan. Audit nearing completion is Budget 
Monitoring. 

23% 

54% 

23% 

Recommendations 2014/15 

High Priority

Medium Priority

Low Priority

25% 

47% 

28% 

Recommendations 2015/16 

High Priority

Medium Priority

Low Priority
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Restrictions on Scope / Disagreements 

25. In carrying out our work we identified no unexpected restrictions to 
the scope of our work.  We have had some difficulties in gaining 
access to staff which resulted in some delay or inability to deliver 
planned work within the expected timescales.   

  
26. A number of audits were removed from the audit plan at the request 

of management – these were generally due to planned changes to 
be implemented for the activity or management were undertaking 
their own review of the service.  The areas included: 

 
 Construction Services Unit 
 Project Management 
 ICT Disaster Recovery 
 Asset and Property Management 

 
 

27. I do not consider these changes to have had an adverse effect on 
the delivery of my overall opinion but it is recommended that the 
new Internal Audit Provider should consider whether these areas 
are included in the 2016/17 internal audit plan. 

 
 

Effectiveness of Internal Audit  

28. We regularly canvass opinions on audit planning, report and 
communication from management responsible for activities under 
review.  They score the effectiveness of our service as excellent, 
good, adequate or poor.   

29. The table in Figure 5 outlines the responses by management on our 
service.  For 2015/16 there was a 50% questionnaire return rate, 
the overall average rating for the service was good to excellent.   

 

 

 

Figure 5 – Client Feedback 

 

Questions: 

Audit Planning   Audit Report  Communication 
1.   Consultation on audit coverage 3.  Quality of report  6.  Feedback during the audit 
2.   Fulfilment of scope and objectives 4.  Accuracy of findings 7.  Helpfulness of auditor (s) 
    5.  Value of Report  8.  Prompt delivery of report 

 

 

  

1 2 3 4 5 6 7 8 Overall
2015/16
2014/15

Excellent 

Good 

Average 

Poor 

Page 6 

P
age 88



 
 

Quality Assurance  

30. We recognise the importance of meeting customer expectations as 

well as conforming to the UK Public Sector Internal Audit Standards.  

We continually focus on delivering high quality audit to our clients – 

seeking opportunities to improve where we can.   

31. Our commitment to quality begins with ensuring that we recruit 

develop and assign appropriately skilled and experienced people to 

undertake your audits.   

32. Our audit practice includes ongoing quality reviews for all our 

assignments.  These reviews examine all areas of the work 

undertaken, from initial planning through to completion and 

reporting.  Key targets have been specified - that the assignment 

has been completed on time, within budget and to the required 

quality standard. 

33. Our Quality Assurance Framework (Appendix 3) includes all 
aspects of the Internal Audit Activity – including governance, 
professional practice and communication.  We are able to evidence 
the quality of our audits through performance and delivery of audits, 
feedback from our clients and an annual self-assessment and the 
annual review of the effectiveness of the Internal Audit Function by 
the Council.    

34. There is a financial commitment for training and developing staff. 
Training provision is continually reviewed through the appraisal 
process and regular one to one meetings.  A training programme 
has been developed to ensure that staff are kept up to date with the 
latest technical / professional information and to ensure that they 
are equipped with the appropriate skills to perform their role. 

 

35. Assurance Lincolnshire conforms to the UK Public Sector Internal 
Audit Standards.  Our quality assurance framework helps us 
maintain a continuous improvement plan, which includes the 
following: 

 

 

 Update practice manual following  revision of PSIAS 

 Implement upgrade to audit software 
 Update reporting template to help focus on risk and added value 

 Improve clarity over consultancy engagement terms of 

reference 

 Further develop Assurance Lincolnshire collaboration. 

 Continuing professional development around new and emerging 

practice guidance eg PSIAS, Fighting Fraud Locally, CIPFA / 

SOLACE delivering good governance. 

36. An external quality assessment has been commissioned for  

Autumn 2016 through CIPFA. 

37. Although internal and external auditors carry out their work with 

different objectives in mind, many of the processes are similar and it 

is good professional practice that they should work together closely.  

Wherever possible, External Audit will place reliance and assurance 

upon internal audit work where it is appropriate.   
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Appendix 1 Internal Audit Assurances Given 2015/16  

 

     Outstanding   

Audit Area Date Assurance Total High / 

Med Recs 

Implem’d High Medium Low Not Yet 

Due 

Direction of 

Travel 

 

Housing – Planned 

Maintenance 

 

  Nov 2015  Substantial 3 0 0 3 0 3 Note
1
 

Key Income Areas – 

collection & banking 

 

 Dec 2015  Substantial 5 3 1 4 2 2  

Housing Rents 

 

 Oct 2015  Substantial 5 2 0 5 5 3  

Contract Management  Draft report – indicative   

Limited 

 

0 0 0 0 0 0  

Housing Benefits  March 2016  Substantial 2 0 0 2 2 2  

People Management 

 

 Feb 2016  Substantial 4 0 0 4 0 4  

Budget Management 

 

  Work in progress        

General Ledger 

 

 April 2016  Substantial 6 0 0 6 0 6 
 

Performance 

Management – 

Implementation of 

Covalent 

 April 2016  Substantial 1 0 0 1 0 1  

Key Control – Payroll 

 

 May 2016  Limited 6 0 5 1 5 6  

Key Control – Accounts 

Payable 

 Draft report  - Indicative 

Low 

5 0 4 1 0 5  

Key Control – Council Tax 

/ NNDR 

 

 

 

 May 2016  Substantial 1 0 1 0 3 1 

 

Key Control – Bank 

Reconciliation 

 March 2016  Full 0 0 0 0 2 0 
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Appendix 1 Internal Audit Assurances Given 2015/16  

 

 

 

 

  

 

Key Control – Property, 

Plant & Equipment 

 

 May 2016  Draft report – indicative 

Substantial 

1 0 0 1 0 1 
 

ICT – Starters, Movers & 

Leavers 

  Draft report – indicative 

Substantial 

2 0 0 2 0 2  

ICT – Strategy & Project 

Management  

 

 Feb 2016  Limited 7 0 5 2 0 4  

ICT – Software   Feb 2016  Limited 6 0 3 3 2 4  

          

Grand Total Outstanding   54 5 19 35 21 44  

 

 

   

Total High / Medium 2015/16 Recs Made 

 

= 54  

 

Total not yet due = 44  

 

Net = 10  

Implemented in full = 5  

% Implemented = 50% (H & M) 
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Appendix 2   Previous Years Outstanding Recommendations 

     Outstanding Recommendations 

Audit Area Date Assurance Total High / Med 

Recommendations 

Implemented High Medium 

 Previous Years 2013/14 

 Asset Management  Sept 13  Substantial 4 3 0 1 

 HR Strategy & Policies  April 14  Substantial 3 2 0 1 

 ICT Infrastructure   April 13  Substantial 20 19 0 1 

 Procurement  Dec 13  Limited 5 4 1 0 

 Risk Management  April 14  Substantial 6 2 0 4 

 Previous Years 2014/15 

 CSU Voids 
 June 15  Some Improvement Needed 5 3 0 2 

 Health & Safety 
 March 15  Some Improvement Needed 8 4 0 4 

 HMO Licensing  April 15  Some Improvement Needed 11 0 1 10 

 ICT Security  May 15  Some Improvement Needed 3 2 0 1 

 ICT Mobile Devices  April 15  Major Improvement Needed 12 11 1 0 

 Property & Gas Servicing  May 15  Some Improvement Needed 4 2 1 1 

 Recruitment & Retention  August 14  Some Improvement Needed 6 5 0 1 
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Appendix 3 – Quality Assurance Framework 

 

 

 

Audit Managers  
Principal 
Auditors 

Quality  

Assurance 

Audit Managers 

Review 

Supervision 

Individual  

Auditors 

HIA 

 

Quality  

Periodic quality assurance assessments 

 Obtain periodic assurance that engagement planning, fieldwork 
conduct and reporting /communicating results  adheres to audit practice 
standards 

 Provide HIA with quarterly highlight reports on outcome of reviews 

. 

Ongoing monitoring – quality built into the audit 

process 

Quality checks and oversight are undertaken throughout 

the audit engagement ensuring that processes and 

practice are consistently applied and working well. 

,  
  

 Conduct all audit engagements in accordance with audit 
practice standards / PSIAS 

 Behave at all times in accordance with the Code of Ethics / 
Code of Conduct  

 Promote the standards and their use throughout the Internal 
Audit activity 

 Commitment to delivering quality services   

Quality outcomes / process designed to deliver a 

consistently high quality audit service to our clients - fit for 

purpose / meet client expectations / conform to PSIAS  

Quality  
Assurance 

Quality  
Plan 

HIA 

 

 

Annual self- assessment  

  Head of Internal Audit - develop & maintain Quality Assurance 
Improvement Programme (QAIP)  & improvement action plan 

 Focus on evaluating conformance with Internal Audit Charter, 
definition of Internal Audit, Code of Ethics & the Standards  

 Arrange an External Assessment – co-ordinated with Audit Committee 
(planned for 2015) 

  
/  

 Obtain on-going assurance that that engagement planning, 
fieldwork conduct and reporting /communicating results  adheres 
to audit practice standards 

 Undertake engagement supervision and review 
 

Quality improvement plan - HIA reporting to Audit Committee 

on the outcome of Quality Assurance – with improvement 

action plan and any significant non-conformance included in 

the Annual Report / Annual Governance Statement  

 Plan  

& 

Supervision 

Review 

Individual  

Auditors 

Principal 

Auditors & 
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Glossary of Terms 

Assurance Definitions 

High Our critical review or assessment on the activity gives us a 
high level of confidence on service delivery arrangements, 
management of risks, and the operation of controls and / or 
performance.   
 
The risk of the activity not achieving its objectives or outcomes 
is low.  Controls have been evaluated as adequate, 
appropriate and are operating effectively. 

Substantial Our critical review or assessment on the activity gives us a 
substantial level of confidence (assurance) on service delivery 
arrangements, management of risks, and operation of controls 
and / or performance. 
 
There are some improvements needed in the application of 
controls to manage risks. However, the controls have been 
evaluated as adequate, appropriate and operating sufficiently 
so that the risk of the activity not achieving its objectives is 
medium to low.   

Limited  Our critical review or assessment on the activity gives us a  
The controls to manage the key risks were found not always to 
be operating or are inadequate. Therefore, the controls 
evaluated are unlikely to give a reasonable level of confidence 
(assurance) that the risks are being managed effectively.  It is 
unlikely that the activity will achieve its objectives. 

 

Low Our critical review or assessment on the activity identified 
significant concerns on service delivery arrangements, 
management of risks, and operation of controls and / or 
performance. 
 
There are either gaps in the control framework managing the 
key risks or the controls have been evaluated as not adequate, 
appropriate or are not being effectively operated. Therefore the 
risk of the activity not achieving its objectives is high. 

 

 

Significance  

The relative importance of a matter within the context in which it is being 

considered, including quantitative and qualitative factors, such as magnitude, 

nature, effect, relevance and impact.  Professional judgment assists internal 

auditors when evaluating the significance of matters within the context of the 

relevant objectives. 

Head of Internal Audit Annual Opinion 

The rating, conclusion and/or other description of results provided by the 

Head of Internal Audit addressing, at a broad level, governance, risk 

management and/or control processes of the organisation.  An overall 

opinion is the professional judgement of the Head of Internal Audit based on 

the results of a number of individual engagements and other activities for a 

specific time interval. 

Governance  

Comprises the arrangements (including political, economic, social, 
environmental, administrative, legal and other arrangements) put in place to 
ensure that the outcomes for intended stakeholders are defined and 
achieved. 

Risk 

The possibility of an event occurring that will have an impact on the 

achievement of objectives.  Risk is measured in terms of impact and 

likelihood. 

Control 

Any action taken by management, the board and other parties to manage 
risk and increase the likelihood that established objectives and goals will be 
achieved.  Management - plans, organises and directs the performance of 
sufficient actions to provide reasonable assurance that objectives and goals 
will be achieved. 
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SOUTH HOLLAND DISTRICT COUNCIL

Report of: Maxine O’Mahony - Executive Director of Strategy and Governance

To: Governance and Audit Committee – 26 May 2016

Author: Greg Pearson - Corporate Improvement & Performance Manager

Subject: Quarterly Risk Report

Purpose: To inform the Committee on the current status of the Councils’ strategic 
risks

Recommendation: 

1)  That the contents of the report are noted.

1.0 BACKGROUND

1.1 This report is has been compiled to include updates on strategic risks for quarter 4, 
2015/16. 

1.2 Strategic risks are captured on the Corporate Dashboard, reviewed by the Executive 
Management Team quarterly.  In addition, risks are reviewed monthly at the internal 
Performance, Risk & Audit Board chaired by the Executive Director of Strategy and 
Governance.

1.3 Strategic risks have been reviewed and updated with responsible members of the 
Executive Management Team.  The strategic risk register includes 12 strategic risks (see 
Appendix A).  These cover the over-arching risks that may affect the strategic direction of 
the council, rather than risks linked to business continuity or those that affect discreet 
service areas.

1.4 The most significant current strategic risk relates to the ICT breach at Lincolnshire County 
Council as reported last quarter.  There has been a subtle decrease in score as a result of 
ongoing efforts to secure system processes.  This will continue to be monitored closely.

1.5 Strategic risks typically affect the whole of the organisation and not just one or more parts 
of it. Strategic risks can potentially involve very high stakes and often affect the ability of the 
organisation to survive, e.g. impact on the ability of the Council to achieve its corporate plan 
objectives and purpose. Strategic risks are managed at Board (EMT) Level.  

1.6 The Risk Framework is currently under review, alongside the implementation of the new 
ICT system.  As part of the Risk Framework review, the procedure in which an operational 
risk becomes a strategic risk has been considered. It is recommended that operational risks 
continue to be monitored monthly as part of the Performance, Risk and Audit Board and 
where a risk remains at a score of 15 or above for a period of more than 1 quarter after 
controls and mitigation have been put in place, this risk will then be considered a strategic 
risk and therefore be reported to this Committee.

1.7 As per the update at the previous meeting, the risk matrix has been changed from a 3 x 3 to 
a 5 x 5 matrix, based on best practice in comparable organisations.  This provides a more 
comprehensive assessment and understanding of risk likelihood and impact. The matrix 
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results in a numerical score which combines the impact of the risk occurring with the 
likelihood of it happening.

Unlikely
(1)

Possible 
(2)

Plausible 
(3)

Likely
(4)

Certain
(5)

Critical (5)

High (4)

Medium (3)

Low (2)

Minimal (1)

1.8 Risks fall into High, Medium or Low categories depending on their rating

High
Medium
Low

2.0 OPTIONS

2.1 That the contents of the report are noted.

3.0 REASONS FOR RECOMMENDATION

3.1 Not applicable

4.0 EXPECTED BENEFITS

4.1 That the Committee is made aware of the Council’s strategic risks and understands that 
they are being managed and mitigated effectively.
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5.0 IMPLICATIONS

5.1 Carbon Footprint / Environmental Issues

5.1.1 It is the opinion of the author that there are no carbon footprint or environmental 
implications.

5.2 Constitution & Legal

5.2.1 It is the opinion of the author that there are no direct constitutional or legal implications.

5.3 Contracts

5.3.1 It is the opinion of the author that there are no direct contract implications.

5.4 Corporate Priorities

5.4.1 The report contains information on strategic risks relevant to the delivery of the Council’s 
corporate priorities.

5.5 Crime and Disorder

5.5.1 It is the opinion of the author that there are no direct crime and disorder implications.

5.6 Equality and Diversity/Human Rights

5.6.1 It is the opinion of the author that there are no direct equality or human rights implications.

5.7 Financial

5.7.1 The report contains information on strategic risks relevant to the Council’s budgets and 
financial management.

5.8 Health and Wellbeing

5.8.1 It is the opinion of the author that there are no health or wellbeing implications.

5.9 Reputation

5.9.1 Risks which come to fruition have some reputational consequence.  It is the purpose of 
the risk management strategy to manage potential outcomes by means of control 
measures

5.10 Risk Management

5.10.1 The report provides detail on the Council’s strategic risks.

5.11      Safeguarding

5.11.1 It is the opinion of the author that there are no direct safeguarding implications as a result 
of this report
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5.12 Staffing

5.12.1 The report contains information on strategic risks relevant to the delivery of the Council’s 
corporate priorities

5.13   Stakeholders/Consultation/Timescales

5.13.1 It is the opinion of the author that there are no direct implications arising from this report.

5.14 Transformation Programme

5.14.1 It is the opinion of the author that there are no direct implications arising from this report.

6.0 WARDS/COMMUNITIES AFFECTED

6.1 No wards or communities are affected

7.0 ACRONYMS 

7.1 EMT – Executive Management Team
7.2 ICT – Information and Communication Technology

Background papers:- None

Lead Contact Officer

Name and Post: Greg Pearson, Corporate Improvement and Performance 
Manager

Telephone Number: 01362 656866 
Email: greg.pearson@breckland-sholland.gov.uk

Key Decision: No

Exempt Decision: No

This report refers to a Discretionary Service 

Appendices attached to this report: 

Appendix A South Holland District Council Strategic Risk Register 
(January, Q4 2015/16)
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SHDC Strategic Risk Report 
 

Title Description Original Risk Score Controls/Mitigation Current Risk Score Impact Likelihood Latest Note

Critical
breach of
ICT security

Attacks are happening 
with increasing frequency
 at present. Ransom and
 theft specialists are 
targeting banking details 
and personal information,
 as with all other 
government systems and
 private companies 

25

Virus and intrusion
detecting software is
installed. Disaster
recovery processes and
emergency disconnect
plans between SHDC and
ELDC are in place. ICT
department seeking
delegated authority to
conduct shutdown
procedures without
consulting directors if n

15 5 3

 
Recent heightening of 
security settings has led 
to an increasing amount 
of emails being 
quarantined to the 
software providers 
holding area.  
Whilst necessary, this 
has proved inconvenient
 for users. We are 
therefore changing 
security provider to 
Mimecast on Friday 13 
May for all SHDC email 
account holders. This 
will be rolled out to 
shared managers with 
Breckland-sholland 
accounts at a later date.
 This change enables 
better visibility of 
quarantined documents 
and the ability for users 
to accept quarantined 
emails themselves rather
 than reliance on IT 
colleagues to perform 
this operation 

CPBS Failure
to deliver
core
services

CPBS Failure to deliver 
core services - 
HR/IT/Finance/Revenues
 & Benefits 

12

Number of Governance
processes in place
including monitoring of
performance in
performance, risk and
audit baord. CPBS also
has its own board with
governance.

12 4 3

Current restructures and
 loss of staff raise 
concerns about 
continuity of service and 
loss of core staff. Will be
 monitoring performance
 indicators to ensure not
 impacted 
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Title Description Original Risk Score Controls/Mitigation Current Risk Score Impact Likelihood Latest Note

Impact of
devolution
agenda

Impact of devolution 
agenda in Lincolnshire 
causing pressure on 
Chief Executive's time to 
focus on Council's 
achievement of its 
Corporate Priorities - this
 is compounded by the 
risk of not being involved
 which could 
fundamentally lead to 
changes being forced 
upon South Holland 

12

The potential benefit of
securing favourable
devolution outcomes
outweighs the cost of time
and resource investment
on the devolution agenda
at this time.

12 4 3

There is a risk that time 
and resource spent on 
devolution agenda work 
may be sacrificed should
 a deal not come to 
fruition.  Conversely, not 
being involved in 
influencing and shaping 
a devolution deal could 
result in the organisation
 receiving a sub-
optimum deal should 
devolution progress.

Failure to
deliver Local
Plan and its
Delivery Plan

Failure to deliver Local 
Plan and its Delivery 
Plan - reputational and 
financial risk due to 
possible Secretary of 
State intervention. there 
is also a new risk 
emerging due to New 
Homes Bonus. 

8
Dedicated senior officer
and EMT support to
deliver the local plan

12 4 3

Revisions to the delivery
 programme include final
 submission in 
December 2016. This 
extended timescale will 
be subject to regular 
and frequent monitoring.

Medium
Term
Financial
Plan Not
Delivered

The Medium Term 
Financial Plan includes a
 balanced position which 
is dependant on delivery 
of the “Going Forward” 
Transformation plan 

12

There are a number of
controls in place to track
delivery including
transformation board,
Performance, Risk & Audit
Board & Finance Board.
PI's are tracking variance
from plan

9 3 3

The 2016/2017 efficiency
 savings position is on 
target for the financial 
year and accelerated 
savings are likely to be 
available for 
reinvestment.

Business
rate
retention
scheme

Business rate retention 
policy changes leave the 
council exposed to risks 
on collection and 
baseline income. 

20

Financial provision has
been made to cover the
risk of current appeals,
collection rates and
growth

9 3 3

Appeals from the NHS 
business rates are being
 examined across the 
country. SHDC has 
provided contingency 
against the financial 
implications for the 
district. 
Changes to Small 
Business rates relief has
 potential consequences 
beyond 2020 which are 
as yet unknown. 
Devolution in Greater 
Lincolnshire may require
 a pooling situation for 
all authorities which is 
currently being 
examined.
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Title Description Original Risk Score Controls/Mitigation Current Risk Score Impact Likelihood Latest Note

Uncertainty
over future
government
funding
settlement

Government funding 
reductions due to a 
weakening of the 
economy may be 
experienced during the 
period of the MTFP 

12

4yr MTFP sets out
programme to be free of
reliance on RSG by 2019.
Finance board will
continue to monitor
acheivement towards plan

6 3 2

The 2016/2017 Local 
Government settlement 
included an offer for a 
four year settlement 
which is being examined
 and likely to be 
accepted in October 
2016. 

Failure to
maximise
trading
opportunitie
s

Failure to maximise 
trading opportunities 
could result in lack of 
commercial exploitation 
of assets or income from
 trading arms 

9

Governance is in place for
MTFP through
transformation board,
finance board and
Performance Risk and
Audit Board which monitor
the work towards
maximising trading
opportunities

6 3 2

Commercialisation 
Executive Manager has 
been recruited and will 
continue to monitor the 
commercialisation strand
 of transformation.

Failure to
deliver the
council's
Corporate
Priorities

Would lead to missed 
targets and failure to 
deliver objectives and 
may result in the Council
 suffering reputational 
damage and a failure to 
deliver priorities to 
residents. 

4

Corporate Delivery Plan
sets out how to acheive
corporate plan and this is
under pinned by individual
service plans and these
are monitored at
Perfromance, Risk & Audit
Board monthly

4 2 2

The approach of the 
Growth and 
Commercialisation 
programme ensures 
delivery against 
corporate plan 
objectives. Progress is 
reported monthly to 
performance board and 
Quarterly to scrutiny & 
cabinet. 

Staff
recruitment
and retention
at all levels
within the
organisation

Staff recruitment and 
retention issues could 
undermine the 
effectiveness of the 
organisations though loss
 of experience and 
knowledge 

15
A people plan is being
developed to address
recruitment, skills and
retention

4 2 2

Turnover has reduced. 
Work continues on the 
people plan which will 
address skills, 
recruitment and 
retention.

Failure to
effectively
implement
corporate
business
continuity
plan

Failure could lead to an 
impact on delivery of 
services, loss of IT 
systems, ineffective 
communication, a failure 
to provide suitable 
premises or a failure to 
provide suitable premises
 

4

Working jointly with
County to have business
continuity post. Each team
has a plan reviewed
annually

3 3 1

 
1 serious incident in last
 financial year which 
was manged well and in
 accordance with 
continuity plan. This 
demonstrates sound 
process. 
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Title Description Original Risk Score Controls/Mitigation Current Risk Score Impact Likelihood Latest Note

Impact of
County
Council
Budget
Reductions

Impact of County Council
 Budget Reductions. This
 will potentially impact on
 resident wellbeing. 

9

Ensure that Place
directorate are involved
early in conversations to
represent SHDC and its
residents

3 1 3

County Council 
announcements and 
consultations are being 
regularly monitored for 
new developments. 
Currently nil income is 
being assumed within 
the MTFP 
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